
Cyber

Without proper security measures, users can unwittingly allow many types of malicious software, commonly known 

as malware, into their computer. This article looks at various malware types, warning signs and avoiding malware.

There are generally four main malware types: viruses, worms, 
trojans and spyware. Classifying malware is often difficult as types 
may overlap.

Viruses
A computer virus inserts itself into a program on the computer 
and uses the program’s resources to reproduce and spread 
itself. Viruses can transfer between computers through infected 
software and files.1 

Worms
Worms are named from their ability to “crawl” through networks. 
They reproduce without embedding themselves in other 
programs, and they use your network connection to look for 
vulnerable machines to infect without a human or host program.

Trojans
Trojans take their name from the legendary Trojan horse. They 
are disguised so users unwittingly click on them. They can allow 
hackers to digitally track and control a computer to steal personal 
information.

Spyware
Spyware tracks what is done on the computer, on or off the 
internet, and sends that information to a third party without the 
user’s knowledge. To be safe and secure, installing, enabling and 
updating a reputable anti-spyware program is a priority.

How To Detect Malware
Sometimes, a slow running computer may be evidence of malware. 
The bad news is that it could happen for a multitude of reasons. 

• Noticeable difference in website performance, relating to 
speed and crashes.

• Changes in webpage visuals.

• Unexpected changes in files and password prompts.2 

If there is no certain way to tell if malware is present on a 
computer, the best course of action is active prevention.

• Do not open suspect emails. If a suspicious email is opened, 
responding to, clicking embedded links or even unsubscribing 
to the email should be avoided.

• Installing and downloading any software should only happen 
after confirming that it is from a trusted source.

On a personal computer, these steps also need to be addressed:

• A personal firewall and anti-virus program should be installed 
and running at all times.

• Security patches should be installed immediately and automatic 
updates should be enabled to keep them up to date.

• The web browser security settings should be at the highest 
protection available without minimizing functionality. 

Although there are no certain measures to avoid malware, 
the preventive measures outlined can help limit or detect the 
damage before all important data is stolen.
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